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1 
2 Management Pack for AWS 1.50
3 Table of Contents Home... 1 Release Notes... 3 What's New in Release Known Problems and Workarounds... 5 Get started... 7 Key concepts... 8 Install Installation Prerequisites User Privileges Installing OBM MP for Amazon Web Service on OBM Server Configure OBM MP for AWS Upgrade Administer Configure Metric Streaming Configure Log Streaming Use AWS Management Templates Aspects Run-time Service Model Views Event Type Indicators (ETIs) Performance Dashboard Performance Metrics Troubleshoot General Troubleshooting Download PDF This PDF was generated for your convenience. For the latest documentation, always see
4 This PDF was generated for your convenience. For the latest documentation, always see
5 Home CustomerInformationPortal Release notes Get an insight of the latest features and everything that is new in this version. Get started Initiate your understanding of the key concepts of MP for AWS. Install Use these procedures to install, set up, and configure MP for AWS. Upgrade Use these procedures to upgrade from previous versions to current version. Administer Use this section to administer streaming of metrics and logs for MP for AWS. Use Utilize the procedures to optimize the potential use of MP for AWS.
6 Troubleshoot Resolve problems that you might encounter while using MP for AWS.
7 Release Notes Documentation CustomerInformationPortal The Operations Manager i (OMi) has been renamed to Operations Bridge Manager (OBM) with the release. This section provides information about the new features and known problems of OBM MP for AWS. What's New in Release 1.50 Known Problems and Workarounds
8 What's New in Release 1.50 CustomerInformationPortal The following are the new features in OBM MP for AWS 1.50: Support for discovery and monitoring of Classic, Application, and Network AWS Elastic Load Balancing (ELB) instances. Support for monitoring AWS Simple Storage Service (S3), and Billing. Support for Performance Dashboard for ELB, S3 and Billing. Support for three new metrics for RDS.
9 Known Problems and Workarounds CustomerInformationPortal The reference number for each defect is the Quality Center change request (QCCR) number. Problem Solution EBS Performance Dashboard displays no data or incorrect data. Upgrade to Operations Manager i version.
10 
11 Get started Documentation CustomerInformationPortal This section provides information about key concepts of OBM MP for AWS, license information and abbreviations used in this manual. Key concepts
12 Key concepts Documentation CustomerInformationPortal The OBM Management Pack for Amazon Web Services (OBM MP for AWS) works with Operations Bridge Manager (OBM) and enables you to monitor Amazon Web Services (AWS) instances using the OBM console. OBM MP for AWS can discover and monitor Elastic Load Balancing (ELB), Simple Storage Service (S3), and billing instances. OBM MP for AWS collects service level billing metrics. The performance dashboard is enhanced with graphs for ELB, S3, and billing metrics. Licensing The OBM Management Pack for Amazon Web Services does not require an Operations Bridge Manager license. Abbreviations used in this help Convention OBM RTSM Description Operations Bridge Manager Real-time Service Model OBM MP for AWS OBM Management Pack for Amazon Web Services AWS MP EC2 ECS EBS RDS ASG ELB S3 Amazon Web Services Management Pack Elastic Compute Cloud EC2 Container Service Elastic Block Store Relational Database Service Auto Scaling Group Elastic Load Balancing Simple Storage Service
13 
14 Install CustomerInformationPortal This section provides information about the steps to download and install the OBM MP for AWS. Installation Prerequisites User Privileges Installing OBM MP for Amazon Web Service on OBM Server Configure OBM MP for AWS
15 Installation Prerequisites CustomerInformationPortal Before installing OBM Management Pack for Amazon Web Services, you must install and configure the following components: Component Version OMi / OBM or later* OMi MP for Infrastructure 1.10 or later OBM Server
16 Product Version Operations Agent or later Oracle Java or Open JDK 1.7 or later Red Hat Enterprise Linux 6.x and 7.x CentOS 6.x and 7.x Managed Node
17 You must use 64-bit Java Runtime Environment (JRE) with 64-bit Operations Agent and 32-bit JRE with 32-bit Operations Agent. *AWS aspect deployment fails on proxy Agent node. To resolve this issue on OMi 10.60, you must update to OMi IP1 version. To resolve this issue on OMi 10.12, you must update to OMi IP2 version.
18 User Privileges Documentation CustomerInformationPortal Create an Identity and Access Management (IAM) role with following permissions: Permission AmazonEC2ReadOnlyAccess CloudWatchReadOnlyAccess AmazonRDSReadOnlyAccess AmazonS3ReadOnlyAccess IAMReadOnlyAccess To discover EC2 and ASG instances. To monitor EC2 instances through CloudWatch. To discover RDS instances. To discover S3 buckets. To fetch the cloud account ID. Purpose To discover the billing details, create a new policy at AWS Console, give read permission, and assign the newly created policy to the user. Read ecs:deregistercontainerinstance ecs:deregistertaskdefinition ecs:describeclusters ecs:describecontainerinstances ecs:describeservices ecs:describetaskdefinition To discover ECS instances. ecs:describetasks ecs:discoverpollendpoint ecs:listclusters ecs:listcontainerinstances ecs:listservices ecs:listtaskdefinitionfamilies ecs:listtaskdefinitions ecs:listtasks
19 Note Make sure to enable the Group Metrics Collection to monitor the Auto Scaling Group (ASG). Related Topics For more information about how to access your credentials, see Creating, Modifying, and Viewing User Security Credentials in IAM documentation.
20 Installing OBM MP for Amazon Web Service on OBM Server CustomerInformationPortal This section provides information about downloading and installing OBM MP for AWS on OBM (Linux or Windows) server. For installation in an Operations Bridge container deployment, please see the Operations Bridge Suite documentation. Download the OBM Management Pack for AWS Download the OBM MP for AWS from the following location: Marketplace To install OBM MP for AWS, follow these steps: Install On Linux In an OBM distributed environment, OBM MP for AWS must be installed on all OBM servers, including DPS and GWS. 1. Log on as root user.if OBM is configured as a non-root user, then log on as an OBM non-root user. 2. Set the umask by typing the command umask Copy and extract the OBM_MP_for_Amazon_Web_Services_ zip file to a <Temp folder > on OBM servers. 4. Run the following command:<temp Folder>/mpinstall.sh -i 5. To accept the End User License Agreement (EULA), type Yes or Y and to decline the license agreement, type No or N. After the installation is complete, a message appears stating: OBM Management Pack Installation Finished. Install On Windows In an OBM distributed environment, OBM Management Pack for Amazon Web Services must be installed on all OBM servers, including DPS and GWS. 1. Copy and extract the OBM_MP_for_Amazon_Web_Services_ zip file to a <Temp folder> on the OBM servers. 2. Open the command prompt, change the directory to the <Temp folder>, and run the following command:cscript /nologo mpinstall.vbs -i 3. To accept the End User License Agreement (EULA), type Yes or Y and to decline the license agreement, type No or N. After the installation is completed, a message appears stating: OBM Management Pack Installation Finished.
                                                    

21 Configure OBM MP for AWS CustomerInformationPortal The following section provides information about the tasks required to monitor AWS in your environment: Deploy OBM MP for AWS OBM MP for AWS is installed as an add-on content on OBM. A node must be installed with Operations Agent and configured as a managed node with capabilities to connect to the AWS account through the Internet. Single managed node can monitor multiple AWS accounts. OBM MP for AWS consists of the AWS Discovery Aspect, AWS ECS Discovery Aspect, AWS RDS Discovery Aspect, and AWS ELB Discovery Aspect. These aspects contain required parameters to connect to the AWS account. Specify the values for these parameters in the respective Discovery Aspects and deploy the Aspect to the managed node to discover information about the ECS, EC2, RDS, ASG, ELB, S3, and billing instances and regions associated with the AWS account. Task 1: Adding Nodes to the OBM Console If the node already exists in RTSM, you can skip this step and proceed to Task 2. Before you begin monitoring, you need to add the nodes to the OBM console.
22 1. Open the Monitored Nodes pane: Click Administration > Setup and Maintenance > Monitored Nodes. 2. In the Node Views pane, click Predefined Node Filters > Monitored Nodes, click New Node and then select Computer > <Select the relevant OS type>. The Create New Monitored Nodes dialog box appears. 3. Specify the Primary DNS Name, IP address, Operating System, and Processor Architecture of the node and click OK. The newly created node is saved as a Configuration Item (CI) instance in Run-time Service Model (RTSM). You must activate the managed node with Operations Agent on OBM server and grant certificate. The following section helps you to deploy individual discovery aspects and management template: To deploy individual discovery aspects, continue with Task 2: Deploying the Discovery Aspects. Else, you can go to Task 3: Deploying OBM MP for AWS Management Template to deploy the management template. Task 2: Deploying the Discovery Aspects 1. Deploy AWS Discovery Aspect To discover the AWS EC2, EBS and ASG instances on the AWS, you must deploy the AWS Discovery Aspect on the managed node: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. In the Management Templates & AWS Aspects pane, click the AWS Discovery Aspect that you want to deploy, and then click Assign and Deploy Item. The Assign and Deploy Item wizard opens. 4. In the Configuration Item tab, select the computer CI to which you want to deploy the AWS Discovery Aspect and then click Next. The Required Parameters tab opens. 5. In the Required Parameters tab, specify the mandatory parameters - AWS AccessKey and AWS SecretKey. Make sure AWS AccessKey and AWS SecretKey have required privileges mentioned in the prerequisite. To specify the required parameters, follow these steps: a. Select the AWS AccessKey parameter in the list, and then click. The AWS Access Key dialog box opens. b. Click Value, specify the value, and then click OK. c. Select the AWS SecretKey parameter in the list, and then click.the AWS SecretKey dialog box opens. d. Click Value, specify the value, and then click OK. e. Click Next. 6. In the Parameter Summary tab, you can change the default values of the any parameters. If multiple subscriptions are required to be monitored, then add new instance of AWS AccessKey to specify corresponding dependent parameters. a. Select the HTTP Proxy of Host parameter and then click. The Edit Instance Parameter window appears. You must specify the HTTP Proxy of Host if your managed node is configured with a proxy Internet connection. b. Click Value, specify the value, and then click OK. c. Select the HTTP Proxy Port of Host parameter and then click. The Edit Instance Parameter window appears. You must specify the HTTP Proxy Port of Host if your managed node is configured with a proxy Internet connection. By default, the port is d. Click Value, specify the value, and then click OK. You can override the default values of any parameter. By default, parameters defined as expert parameters are not shown. To show expert parameters click Show Expert Parameters. 7. Click Next to go to the Configure Options tab. 8. (Optional). If you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You can enable the assignment later using the Assignments & Tuning pane. 9. Click Finish. After the AWS Discovery Aspect is deployed, a message stating the Assignment and deployment jobs created appears. To check the status of the deployment jobs, go to Administration > Monitoring > Deployment Jobs. 2. Verifying AWS Discovery After you deploy the AWS Discovery Aspect, you must verify if the CIs are populated in the View Explorer. To view the CIs populated, follow these steps: 1. Open the Event Perspective pane: Click Workspaces > Operations Console > Event Perspective. 2. In the View Explorer, select AWS_EC2 or AWS_ASG view from the drop-down list to see the associated CIs. AWS_EC2
                                                    

23 AWS_ASG 3. Deploy AWS ECS Discovery Aspect To discover the ECS instances on the AWS, you must deploy the AWS ECS Discovery Aspect on the managed node: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects.
                                                    

24 3. In the Management Templates & AWS Aspects pane, click the AWS ECS Discovery Aspect that you want to deploy, and then click Assign and Deploy Item. The Assign and Deploy Item wizard opens. 4. In the Configuration Item tab, select the computer CI to which you want to deploy the AWS ECS Discovery Aspect and then click Next. The Required Parameters tab opens. 5. In the Required Parameters tab, specify the mandatory parameters - AWS AccessKey and AWS SecretKey. Make sure AWS AccessKey and AWS SecretKey have required privileges mentioned in the prerequisite. To specify the required parameters, follow these steps: a. Select the AWS AccessKey parameter in the list, and then click. The AWS Access Key dialog box opens. b. Click Value, specify the value, and then click OK. c. Select the AWS SecretKey parameter in the list, and then click.the AWS SecretKey dialog box opens. d. Click Value, specify the value, and then click OK. e. Click Next. 6. In the Parameter Summary tab, you can change the default values of the any parameters. If multiple subscriptions are required to be monitored, then add new instance of AWS AccessKey to specify corresponding dependent parameters. a. Select the HTTP Proxy of Host parameter and then click. The Edit Instance Parameter window appears. You must specify the HTTP Proxy of Host if your managed node is configured with a proxy Internet connection. b. Click Value, specify the value, and then click OK. c. Select the HTTP Proxy Port of Host parameter and then click. The Edit Instance Parameter window appears. You must specify the HTTP Proxy Port of Host if your managed node is configured with a proxy Internet connection. By default, the port is d. Click Value, specify the value, and then click OK. You can override the default values of any parameter. By default, parameters defined as expert parameters are not shown. To show expert parameters click Show Expert Parameters. 7. Click Next to go to the Configure Options tab. 8. (Optional). If you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You can enable the assignment later using the Assignments & Tuning pane. 9. Click Finish. After the AWS Discovery Aspect is deployed, a message stating the Assignment and deployment jobs created appears. To check the status of the deployment jobs, go to Administration > Monitoring > Deployment Jobs. 4. A summary message is displayed. Verifying ECS Discovery After you deploy the AWS ECS Discovery Aspect, you must verify if the CIs are populated in the View Explorer. To view the CIs populated, follow these steps: 1. Open the Event Perspective pane: Click Workspaces > Operations Console > Event Perspective. 2. In the View Explorer, select AWS_ECS_Account or AWS_ECS_Region view from the drop-down list to see the associated CIs. AWS_ECS_Account AWS_ECS_Region
                                                    

25 5. Deploy AWS RDS Discovery Aspect To discover the AWS RDS regions and databases on the AWS, you must deploy the AWS RDS Discovery Aspect on the managed node: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. In the Management Templates & AWS Aspects pane, click the AWS RDS Discovery Aspect that you want to deploy, and then click Assign and Deploy Item. The Assign and Deploy Item wizard is displayed. 4. In the Configuration Item tab, select the computer CI to which you want to deploy the AWS RDS Discovery Aspect and then click Next. The are no required parameters for this aspect, so the Parameter Summary tab is displayed. 5. In the Parameter Summary tab, you can change the default values of the AWS RDS Discovery Frequency (in mins) parameter. To edit the parameter, select the parameter and click. Enter value for new frequency. The minimum value is 1 and the maximum value is Click Next to go to the Configure Options tab. 7. (Optional). If you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You can enable the assignment later using the Assignments & Tuning pane. 8. Click Finish. 6. A summary message is displayed. Verifying RDS Discovery After you deploy the AWS RDS Discovery Aspect, you must verify if the CIs are populated in the View Explorer. To view the CIs populated, follow these steps: 1. Open the Event Perspective pane: Click Workspaces > Operations Console > Event Perspective. 2. In the View Explorer, select AWS_RDS_Account or AWS_RDS_Region view from the drop-down list to see the
                                                    

26 associated CIs. AWS_RDS_Account AWS_RDS_Region 7. Deploy AWS ELB Discovery Aspect To discover the AWS ELB Application, Network and Classical regions on the AWS, you must deploy the AWS ELB Discovery Aspect on the managed node. Prerequisite: The AWS Discovery Aspect is deployed before deploying the AWS ELB Discovery aspect. 8. To deploy the ELB discovery aspect, follow these steps: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. Click the AWS ELB Discovery Aspect that you want to deploy, and then click Assign and Deploy Item. The Assign and Deploy Item wizard is displayed. 4. In the Configuration Item tab, select the computer CI to which you want to deploy the AWS ELB Discovery Aspect and then click Next. There are no required parameters for this aspect, so the Parameter Summary tab is displayed. 5. In the Parameter Summary tab, you can change the default values of the AWS ELB Discovery Frequency (in mins) parameter. To edit the parameter, select the parameter and click. Enter value for new frequency. The minimum value is 1 and the maximum value is Click Next to go to the Configure Options tab. 7. (Optional). If you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You
                                                    

27 can enable the assignment later using the Assignments & Tuning pane. 8. Click Finish. 9. Verifying ELB Discovery After you deploy the AWS ELB Discovery Aspect, you must verify if the CIs are populated in the View Explorer. To view the CIs populated, follow these steps: 1. Open the Event Perspective pane: Click Workspaces > Operations Console > Event Perspective. 2. In the View Explorer, select AWS_ELB_Region or AWS_ELB_Account view from the drop-down list to see the associated CIs. AWS_ELB_Region AWS_ELB_Account
28 10. Deploy AWS S3 Discovery Aspect To discover the AWS S3 instances on the AWS, you must deploy the AWS S3 Discovery Aspect on the managed node. To deploy the AWS S3 discovery aspect, follow these steps: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. Click the AWS S3 Discovery Aspect that you want to deploy, and then click Assign and Deploy Item. The Assign and Deploy Item wizard is displayed. 4. In the Configuration Item tab, select the computer CI to which you want to deploy the AWS S3 Discovery Aspect and then click Next. 5. In the Required Parameters tab, specify the mandatory parameters - AWS AccessKey and AWS SecretKey. Make sure AWS AccessKey and AWS SecretKey have required privileges mentioned in the prerequisite. 6. In the Parameter Summary tab, you can change the default values of the AWS Discovery Frequency (in mins) parameter. To edit the parameter, select the parameter and click. Enter value for new frequency. The minimum value is 1 and the maximum value is Click Next to go to the Configure Options tab. 8. (Optional). If you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You can enable the assignment later using the Assignments & Tuning pane. 9. Click Finish. 11. Verifying S3 Discovery After you deploy the AWS S3 Discovery Aspect, you must verify if the CIs are populated in the View Explorer. To view the CIs populated, follow these steps: 1. Open the Event Perspective pane: Click Workspaces > Operations Console > Event Perspective. 2. In the View Explorer, select AWS_S3_Region or AWS_S3_Account view from the drop-down list to see the associated
                                                    
                                                    

29 CIs. AWS_S3_Region AWS_S3_Account Task 3: Deploying OBM MP for AWS Management Template The AWS Management Template helps to discover Amazon EC2, EBS, ECS, ASG, RDS, ELB and S3 Instances and regions in your environment. To deploy the AWS Management Template to the CIs, follow these steps: 1. Open the Management Templates & Aspects pane: Administration > Monitoring > Management Templates & Aspects 2. In the Configuration Folders pane, click Configuration Folders > Cloud Management > AWS > AWS Management Templates. 3. In the Management Templates & Aspects pane, click AWS Discovery management template, and then click Assign and Deploy item. The Assign and Deploy wizard opens. 4. In the Configuration Item tab, click the CI to which you want to assign the Management Template, and then click Next. 5. In the Required Parameters tab, all mandatory parameters are listed in the management template that do not have a value. The AWS AccessKey and AWS SecretKey are mandatory parameters. If all required values are specified, click Next to go to Parameter Summary. To change a parameter, double-click it, or click. a. Select the Instance parameter in the list, and then click. The Edit Parameter Value dialog box opens. b. Click Value, specify the value, and then click OK.
30 c. Select the Dependent Parameters and specify the value. Click Next. 6. Click Next to go to Parameter Summary. To change the default values of the parameters, you can select the parameter and then click. The Edit Parameter dialog box opens. Click Value, specify the value, and then click OK. Click Next. In the Parameter Summary tab, you can override the default values of any parameter. You can specify a value for each parameter at the Management Template level. By default, parameters defines as expert parameters are not shown. To show expert parameters, click Hide / Unhide Expert Parameters. 7. Click Value, specify the value, and then click OK. Click Next. 8. Optional. In the Configure Options tab, if you do not want to enable the assignment immediately, clear the Enable Assignment(s) check box. You can then enable the assignment later using the Assignments & Tuning pane. 9. Click Finish. Task 4: Deploying OBM MP for AWS Aspects Data for EC2, ECS, EBS, RDS, ASG, ELB or S3 is collected when respective aspect is deployed. OBM MP for AWS contains the following out-of-the-box aspects: Aspects Method of deployment Target CI AWS CloudWatch Log AWS Log Collection Modify the AWS_CloudWatchLogConfig policy and then deploy the latest version of aspect. Modify the AWS_LogStreaming policy and then deploy the latest version of the aspect. Proxy node Proxy node EC2 Instance Health Enable the auto-assignment rule or deploy the aspect. AWS_EC2 Instance AWS Service Health Modify the AWS_ServiceHealthURLConfig policy and then deploy the latest version of aspect. Proxy node AWS EBS Health Enable the auto-assignment rule or deploy the aspect. Logical Volume AWS ECS Health Deploy the aspect to proxy node. Proxy node AWS RDS Event Log Ensure to deploy the AWS RDS Discovery aspect before you deploy this aspect. Enable the auto-assignment rule or deploy the aspect to database CI. The AWS_RDSEventLog policy template has a rule which will collect event for failure and availability. Rule can be changed as per requirement. To add new rules as per the requirement, see Add Policy Rules for AWS_RDSEventLog Policy Template. Database AWS RDS Health Enable the auto-assignment rule or deploy the aspect to database CI. Database AWS ASG Health Deploy the aspect to proxy node. Proxy node AWS ELB Health Enable the auto-assignment rule or deploy the aspect. ELB Instance AWS S3 Health Deploy the aspect to Amazon S3 bucket. Amazon S3 Bucket
31 Enabling the Automatic Assignment Rules Automatic Assignment Rule is created for EC2 Instance Health, AWS EBS Health, AWS RDS Health, and AWS ELB Health aspects to start monitoring every new instance of AWS that is discovered. By default, the data collection frequency is set to 5 minutes. You can modify the collection frequency or any other parameter to a create new automatic assignment rule. To deploy the Automatic Assignment Rule on a managed node, follow these steps: 1. Open the Auto-Assignment Rules pane: Click Administration > Monitoring > Automatic Assignment Rules. 2. In the Auto-Assignment Rules pane, select the AWS_EC2 > EC2 Instance Health or AWS_EC2 > AWS EBS Health or AWS_RDS_Region > AWS RDS Health or AWS_ELB_Region > AWS ELB Health under the Assigned Item column and click Activate. Verifying Automatic Assignment Rules You can check if the automatic assignment rule is successfully created with the expected assignments as follows: 1. Open the Assignments & Tuning pane: Click Administration > Monitoring > Assignments & Tuning. 2. In the Browse Views tab, select the view you identified when creating your automatic assignment rule. 3. Select the specific managed node on which Auto-Assignment was deployed, from the list associated with AWS_EC2 Instances. 4. In the Assignment table, the EC2 Instance is displayed in the Assigned Item column. The value in the Assigned By column displays AutoAssignment. You can consider the following options for tuning the assignment: Use the Auto-Assignment Rules pane to tune the parameter values for all assignments triggered by the automatic assignment rule. Use the Assignments pane to tune, redeploy, delete, and enable or disable individual assignments. Configure the AWS CloudWatch Log Aspect You can monitor account for the log files. You can drill-down to specify the particular stream in specific zone in any region. Modify the AWSCloudWatchLogConfig policy and then deploy the latest version of Aspect. Follow the steps to edit and deploy: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. In the AWS Management Templates folder, click AWS CloudWatch Log Aspect and then click. The AWS CloudWatch Log: Edit Aspect window appears. 4. In the Policy Template tab, select the AWSCloudWatchLogConfig policy and click Edit Policy Template (Raw Mode). The Edit Policy Template window appears. 5. In the Policy Data tab, specify the Account, region, zone, and stream that you need to monitor. By default, all accounts that are discovered are monitored. If you require to monitor specific account, region, zone or stream, then uncomment the required block and modify the policy with following syntax. <Accounts> <accesskey>accesskey</accesskey> <Region> <regionid>regionid</regionid> <loggroup> <groupname>groupname</groupname>
32 <logstreamname>logstreamname</logstreamname> </loggroup> </Region> </Accounts> If only accesskey value is provided in the Account block, then all the regions, groups and streams available under that account are monitored. If accesskey and regionid are specified, then all the groups and streams under that region are monitored. If accesskey, regionid, and groupname are specified, then all the log streams are monitored. You can specify multiple accounts by repeating the Account block. Accordingly, for specifying multiple regions, groups or log streams, repeat the respective block. 6. Click Save and Close. New version of policy is created. 7. In the Management Templates & Aspects pane, select the AWS CloudWatch Log Aspect and click. 8. In the Policy Templates tab, select the latest version of AWS_CloudWatchLogConfig policy and click OK. 9. In the Management Templates & Aspects pane, select the latest version of the Aspect and click. 10. In the Configuration Item tab, select the CI and click Next. 11. In the Parameter Summary tab, click Finish. Editing the AWS Service Health Aspect To monitor specific regions that appear in the AWS Service Health Dashboard in the AWS console, you must edit the AWS Service Health Aspect. To edit the Service Health Aspect, follow these steps: 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane: Click Configuration Folders > Cloud Management > AWS > AWS Aspects. 3. In the AWS Management Templates folder, click AWS Service Health Aspect and then click. The AWS Service Health: Edit Aspect window appears. 4. Click Edit Policy Template (Raw Mode). The Edit Policy Template window appears. 5. Select the AWS_ServiceHealthURLConfig 6. Click in the Edit Policy Template (Raw Mode) tab. 7. Specify the RSS Feed URL for specific service in a region. Remove the # symbol at the beginning of the RSS Feed URL. You can obtain the RSS Feed URL from the AWS Service Health Dashboard. 8. Click Save and Close. 9. Select the latest version of the Aspect and click. 10. In the Configuration Item tab, select the CI and click Next. 11. Click Finish. Add Policy Rules for AWS_RDSEventLog Policy Template To add the rule as per your requirement, follow these steps: 1. Go to Administration > Policy Templates > Events > Log File Entry. 2. In the policy template pane, select the AWS_RDSEventLog policy, click Logfile Entry Policy window is displayed. 3. Click Rules and then click to create new rule as per your requirement. 4. Click Save and Close. and select Edit Policy Template. The Edit Related Topic AWS Management Templates
33 Upgrade CustomerInformationPortal After installing OBM MP for AWS 1.50, you must upgrade both Discovery and other aspects to OBM MP for AWS version Follow these steps to upgrade aspects: Upgrade to 1.50 version Make sure to upgrade and deploy the AWS Discovery aspect first even before you upgrade other management template and aspects. This ensures that the latest instrumentation is available. Note: For RDS, new metrics are added in OBM MP for AWS To upgrade RDS to include these new metrics, delete the RDS datasource and continue with the upgrade steps. To delete the RDS datasource, run the following commands: /opt/ov/bin/oadbutil.pl -d AWS -c RDS_METRICS 1. Open the Assignments & Tuning pane: Administration > Monitoring > Assignments & Tuning 2. In the Browse Views pane, select the AWS_EC2 or AWS_Deployment view and select each CI where version update is required. 3. Click Show Assignments That Require an Update. All the Management Templates and Aspects that requires an update are listed. 4. Select each of the Aspects and click Update Assigned Item. The Update Assigned Item dialog box appears. 5. In the Update Options tab, follow these steps: 1. Select the from the Update to Version drop down list. 2. Select the Use default parameter values from version selected above option and click Next. 6. In the Required Parameter tab, make sure to specify the values for parameters with *. For example, in case of AWS Discovery aspect, you have to specify values for AWS AccessKey and AWS SecretKey. Mandatory parameters are available only for AWS Discovery Aspect. 7. In the Parameter Summary tab, you can edit the default value of any parameter. If multiple subscriptions are required to be monitored, then add new instance of AWS AccessKey and specify corresponding dependent parameters. 1. Select the AWS AccessKey parameter and then click. 2. In Instance Values pane, click Create Instance Parameter. 3. Specify value for the instance and click OK. 4. In the Dependent Values pane, select the parameter and click. The Edit Parameter window opens. 5. Click Value, specify the value, and then click OK. 6. Click Next. 8. Click Finish to save the changes and close the wizard. The assigned item is updated to the specified Aspect version.
34 Administer CustomerInformationPortal This section provides information about configuring OBM MP for AWS for metric and log streaming. Configure Metric Streaming Configure Log Streaming
35 Configure Metric Streaming CustomerInformationPortal You can modify the frequency at which the data is collected to a higher frequency to view the performance in the dashboard. Make sure the following prerequisites are complete: Enable hpsensor on the managed node. Specify the Performance Engine server URL and password using the Infrastructure Setting pane. To enable data collection at a higher frequency, follow these steps: 1. Open the Policy Template pane: Click Administration > Monitoring > Policy Templates. 2. In the Policy Template Group pane, expand Policy Management > Templates grouped by type > Configuration > Metric Streaming Configuration. 3. In the Policy Template pane, select the AWS_StreamingConfiguration policy and click Edit Policy Template. 4. In Properties tab, specify the agent hostname which will collect data. 5. In the Metrics tab, select the required metric class and metric for collecting data. You can specify if data must be collected for all or specific instance. Be default, data for all instances are collected. To select EBS metrics for metric streaming, follow the steps: 1. Enter the Operations Agent host in the Agent Hostname field and click Load Metric Definitions. 2. Select the ECS_EBS_METRICS checkbox and click Apply. 3. Click Save and Close. 6. To collect data for a specific instance of application, follow these steps: 1. In the Metrics tab, select the data class and click Edit. 2. Select Instances and specify the required instance in the field and click Add. 3. Click Apply and Select. 7. In the Target Endpoint tab, specify the URL to stream the metric data. For Example,   8. Click Save and Close. A new version of policy is created by In the Policy Template pane, select the latest version of policy and click 10. In the Configuration Item, select the agent node and click Next. 11. Click Finish. Assign & Deploy. In case hpsensor is not enabled before deploying modified policy, then enable the hpsensor and run the following tool for reregistration: AWS HPCS Registration.
36 Configure Log Streaming CustomerInformationPortal OBM MP for AWS enables data collection from the Cloud Watch log file. The log data is structured in a specific format to provide information about account ID, region, group, stream, timestamp, and message. The structured data is further processed by Operations Agent and forwarded to required targets. Log streaming is supported on Operations Manager i (or later) and Operations Agent (or later) versions. The AWS CloudWatch Log Aspect creates AWSCloudWatchLog.log log file at /var/opt/ov/log/aws/ location. The AWS CloudWatch Log aspect collects logs at 5-minute frequency. Ensure the following: Deploy the AWS CloudWatch Log aspect before you deploy the AWS Log Collection aspect. To collect logs, set the same frequency(polling interval) for both AWS CloudWatch Log aspect and AWS Log Streaming policy. The AWS Log Collection aspect enables the streaming of structured logs for cloud watch logs. AWS Log Collection aspect contains Log Streaming and Data Forwarding policies that must be configured before deploying the aspect. Data from the log file is converted to structured data based on the mapping and conditions defined in the Log Streaming policy. Operations Agent processes the data and then forwards it to the target specified in the Data forwarding policy. Deploy Aspect and Policies for AWS Log Streaming You must deploy the aspects and policies in the following order for AWS log Streaming: 1. Deploy AWS CloudWatch Log aspect. AWS CloudWatch Log aspect creates the /var/opt/ov/log/aws/awscloudwatchlog.log file. Log data is collected from the log file. 2. To load historic data, configure the AWS_LogStreaming policy as follows. Else, go to step 3. AWS_LogStreaming policy collects data from /var/opt/ov/log/aws/awscloudwatchlog.log file at an interval of 5 minutes. An event is generated if the log file does not exist in the specified location. The data collected is structured as <custom_string1><custom_string2><custom_string3><custom_string4><message><timestamp>. This log file structure must not be modified. In this instance: <custom_string1> is AWS Account ID <custom_string 2> is AWS Region <custom_string3> is Group Name <custom_string4> is the Stream Name By default, data log file is collected from last entry before deploying the AWS Log Collection Aspect. If you need to load the data from the beginning of the log file, then you can configure the policy. 1. Log on to OBM and open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane, expand Cloud Management > AWS > AWS Aspects. 3. In the Management Templates & Aspects pane, select the AWS Log Collection Aspect and click Edit. 4. In the Policy Templates tab, select the AWS_LogStreaming policy and click > Edit Policy Template. The AWS_LogStreaming - Edit window opens. 5. In the Source tab, based on the requirement, select either Read from beginning (first time) or Read from beginning (always) option. Make sure not to modify any other default setting related to data field in source, schema or mapping tab. 6. Click Save and Close.
37 The policy with version incremented by 0.1 is created. 3. To specify the target and filter conditions, configure the AWS_DataForwarding policy as follows. This policy forwards the data received from log file to a target server. 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. In the Configuration Folders pane, expand Cloud Management > AWS > AWS Aspects. 3. In the Management Templates & Aspects pane, select the AWS Log Streaming Aspect and click Edit Item. 4. In the Policy Templates tab, select the AWS_DataForwarding policy and click > Edit Policy Template. 5. In the Targets tab, select the Target server in the Data Forwarding Targets pane. Specify the FQDN along with port for the target in the URL field. Follow the steps to add multiple target server: 1. In the Name field, specify a name for the target. 2. In the Description field, specify description. 3. In the URL field, specify the FQDN of the endpoint target to forward the log data. 4. Select the Wire Format. By default, JSON is supported in OBM MP for AWS. 6. In the Structured input tab, specify the following: 1. Click Create New Rule > Forward on matched. The Forwarding Rule Details section is enabled. 2. In the Property tab, specify a description for the condition. 3. In the Condition tab, follow the steps: 1. Click Create New Expression. The equals option is displayed. 2. Expand the equals and in the Property field, enter a value. 3. In the Operator, select the operator. 4. In Operand field, enter a value. By default, device_vendor=aws is the out of the box defined expression. Create new expression with different values and operator. You can enter the name of the property or drag it from the Meta Data tab (right pane). 4. In the Targets tab, select the required target. 7. Click Save and Close. The policy with version incremented by 0.1 is created. 4. Edit the AWS Log Collection Aspect to include the latest version of AWS_LogStreaming and AWS_DataForwarding policies and click Save. 5. Deploy the latest version of AWS Log Collection aspect.
38 Use CustomerInformationPortal This section provides information about components available out of the box in OBM MP for AWS. AWS Management Templates Aspects Run-time Service Model Views Event Type Indicators (ETIs) Performance Dashboard Performance Metrics
39 AWS Management Templates CustomerInformationPortal The AWS Management Template is a complete management solution for discovering individual EC2, ECS, EBS, RDS instances and regions in your environment. By default, OBM MP for AWS consists of AWS Management Template with predefined settings to discover the systems in an environment. You can deploy the AWS Management Template with the default parameters and seamlessly monitor the systems in your environment. The Management Template consists of aspects which enable you to discover the systems. Based on the monitoring requirements, you can also customize the Management Template or create Management Template to monitor the systems in your environment. AWS Discovery Management Template How to Access the AWS Discovery Management Template 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. Click Configuration Folders > Cloud Management > AWS > AWS Management Templates > AWS Discovery. User Interface Reference Management Template - General Provides an overview of the attributes of the Management Template. UI Element Description Name AWS Discovery Management Template. Description This Management Template is to Discover Amazon EC2, EBS, ECS, ASG, RDS and ELB Instances. ID A unique identifier for the Graphic User Interface (GUI) version of the Management Template. Version ID A unique identifier for this version of the System Log and Metric Streaming Management Template. Version The current version of the Management Template. In this instance, the version of the Management Template is Change Log The text that describes what is new or modified in this version of the Management Template.
40 Management Template - Topology View Provides an overview of the CI type you want to assign to the Management Template. UI Element Description Topology View CI Type Systems_Infrastructure is the Topology View for AWS Discovery Management Template. It contains the CI Types that you want to manage using the Management Template. This is the type of CI to which the Management Template can be assigned. The AWS Discovery Management Template contains Computer CI Types.
41 Management Template - Aspects The AWS Discovery Management Template consists of the following Aspects: AWS Discovery AWS ECS Discovery AWS ELB Discovery AWS RDS Discovery AWS S3 Discovery Related Topic For information on deploying the management template, see Configure OBM MP for AWS. For more information, see Aspects.
42 Aspects CustomerInformationPortal Aspects are used to monitor availability, health, and performance of EC2, ECS, EBS, RDS, and ASG services in your environment. How to Access the AWS Aspects 1. Open the Management Templates & Aspects pane: Click Administration > Monitoring > Management Templates & Aspects. 2. Click Configuration Folders > Cloud Management > AWS > AWS Aspects. The OBM MP for AWS consists of the following aspects: AWS ASG Health Monitors ASG Health in terms of GroupMinSize,GroupMaxSize,GroupPendingInstances,GroupTerminatingInstances etc CI Type Policy Template Indicator Description Policy Type amazon_asg AWS_ASG_GroupDesiredCapacity NA amazon_asg AWS_ASG_GroupMaxSize NA amazon_asg AWS_ASGCollectorScheduler NA amazon_asg AWS_ASGMetricsConfig NA Monitors the Group in Service Instances vs GroupDesiredCapacity. Monitors the Group in Service Instances vs GroupMaxSize. This policy collects ASG metrics at specified frequency. This is a configuration file for ASG which includes frequency, delta and metrics supported for ASG. Scheduled Task ConfigFile
43 AWS Base This aspect contains common policies of AWS MP. CI Type Policy Template Indicator Description Policy Type host_node AWS_Properties NA Contains AWS properties like Locations and EC2 Instance types with corresponding meta data about vcpus and memory details. ConfigFile host_node AWS_MPLog NA Monitors the AWS MP Error logfiles. LogFile Entry
44 AWS Billing This aspect collects cost metrics. CI Type Policy Template Indicator Description Policy Type Computer AWS_BILLINGMetricsconfig NA Computer AWS_BillingScheduler NA Configuration file for Billing, which includes frequency, delta and metrics supported for Billing. This Scheduler will collect billing metrics cost at specified frequency. ConfigFile Scheduled Task
45 AWS CloudWatch Log This aspect is to collect CloudWatch Logs. CI Type Policy Template Indicator Description Policy Type host_node AWS_CloudWatchLogConfig NA Scheduler for collecting data for cloud watch log. ConfigFile host_node AWS_CloudWatchLogScheduler NA Monitors AWSCloudWatch log file. Scheduled Task host_node AWS_CloudWatchLog NA This policy monitors AWSCloudWatch Log file and triggers OpcMsg. LogFile Entry
46 AWS Discovery This aspect is to Discover AWS EC2, EBS and ASG Instances. CI Type Policy Template Indicator Description Policy Type host_node AWS_Configuration NA host_node AWS_DiscoveryScheduler NA Contains AWS credentials and configurations for Collector to connect to AWS. Schedules the AWS Discovery to gather EC2 instances. ConfigFile Scheduled Task host_node AWS_Discovery NA Discovers AWS EC2, EBS and ASG Instances. Service Auto-Discovery
47 AWS EBS Health Monitors EBS Volume Health in terms of Read & Write Bytes, Read & Write Operations, BurstBalance, QueueLength and Throughput Percentage. CI Type Policy Template Indicator Description Policy Type logical_volume AWS_EBS_QueueLength NA logical_volume AWS_EBS_WriteBytes NA logical_volume AWS_EBSCollectorScheduler NA logical_volume AWS_EBSMetricsConfig NA logical_volume AWS_EBS_BurstBalance NA logical_volume AWS_EBS_ReadOps NA logical_volume AWS_EBS_WriteOps NA logical_volume AWS_EBS_ReadBytes NA logical_volume AWS_EBS_Throughput NA Monitors EBS Volume's Performance in terms of Queue Length. Monitors EBS Volume's Performance in terms of Write Bytes. Amazon Web Services collector scheduler EBS to gather metrics. Configuration file for EBS which include frequency, delta and metrics supported for EBS. Monitors EBS Volume's Performance in terms of Burst Balance. Monitors EBS Volume's Performance in terms of Read Operations. Monitors EBS Volume's Performance in terms of Write Operations. Monitors EBS Volume's Performance in terms of Read Bytes. Monitors EBS Volume's Performance in terms of Throughput Percentage. Scheduled Task ConfigFile
48 AWS ECS Discovery This aspect is to Discover AWS ECS Instances. CI Type Policy Template Indicator Description Policy Type host_node AWS_ECSDiscovery NA Discovers AWS ECS Instances. Service Auto-Discovery host_node AWS_ECSConfiguration NA Contains AWS credentials and configurations for Collector to connect to AWS. ConfigFile host_node AWS_ECSDiscoveryScheduler NA This policy schedules AWS ECS Discovery. Scheduled Task
49 AWS ECS Health Monitors Active Service Count, Pending Tasks Count, Registered Container Instance Count, Running Task Count, Status, CPU & Memory Reservation, CPU & Memory Utilization of ECS Cluster and Pending Tasks Count, Status, Number of Deployments, CPU & Memory Utilization of ECS Service. CI Type Policy Template Indicator Description Policy Type host_node AWS_ECS_Cluster_CPUUtilization NA host_node AWS_ECS_Cluster_ActiveServiceCount NA host_node AWS_ECS_Service_CPUUtilization NA host_node AWS_ECS_Cluster_RegisteredContainerInstanceCount NA host_node AWS_ECS_Cluster_CPUReservation NA host_node AWS_ECSCollectorScheduler NA host_node AWS_ECS_Cluster_Status NA host_node AWS_ECS_Cluster_MemoryUtilization NA host_node AWS_ECS_Service_MemoryUtilization NA host_node AWS_ECS_Service_NumberofDeployments NA host_node AWS_ECS_Service_Status NA host_node AWS_ECSServiceMetricsConfig NA host_node AWS_ECSClusterMetricsConfig NA host_node AWS_ECS_Service_PendingTasksCount NA host_node AWS_ECS_Cluster_MemoryReservation NA host_node AWS_ECS_Cluster_PendingTasksCount NA host_node AWS_ECS_Cluster_RunningTasksCount NA Monitors the Percentage of CPU units that are used in the ECS cluster. Monitors Active Service Count in ECS Cluster. Monitors the percentage of CPU units that are used in the service. Monitors Registered Container Instance Count in ECS cluster. Monitors the percentage of CPU units that are reserved by running tasks in the cluster. Amazon Web Services ECS collector scheduler to gather metrics. Monitors ECS Cluster Status. Monitors the percentage of memory that is used in the cluster. Monitors the percentage of memory that is used in the service. Monitors Number of deployments in ECS Service. Monitors ECS Service Status. This policy lists all the metrics collected for ECS Service. This policy lists all the metrics collected for ECS Cluster. Monitors Pending Task Count in ECS Service. Monitors the percentage of memory that is reserved by running tasks in the cluster. Monitors Pending Task Count in ECS cluster. Monitors Running Task Count in ECS cluster. Scheduled Task ConfigFile ConfigFile
50 AWS ELB Discovery This Aspect Discovers Application, Network and Classical ELB instances. Make sure that the AWS Discovery Aspect is deployed before deploying the AWS ELB Discovery aspect. CI Type Policy Template Indicator Description Policy Type host_node AWS_ELB_Discovery NA This policy discovers Application, Network and Classic ELB instances. The AWS_Discovery policy is the prerequisite. Service Auto-Discovery
51 AWS ELB Health Monitors ELB Health in terms of metrics defined in AWS_ELBClassicalMetricsConfig, AWS_ELBApplicationMetricsConfig and AWS_ELBNetworkMetricsConfig file policies. CI Type Policy Template Indicator Description Policy Type lb AWS_ELB_Application_ConsumedLCUs NA lb AWS_ELBApplicationMetricsConfig NA lb AWS_ELB_Classic_SurgeQueueLength NA lb AWS_ELB_Network_UnHealthyHostCount NA lb AWS_ELBApplicationTargetGroupMetricsConfig NA lb AWS_ELBNetworkMetricsConfig NA lb AWS_ELB_Application_RequestCountPerTarget NA lb AWS_ELB_Classic_RequestCount NA lb AWS_ELBNetworkTargetGroupMetricsConfig NA lb AWS_ELB_Classic_UnHealthyHostCount NA lb AWS_ELB_Classic_BackendConnectionErrors NA lb AWS_ELBClassicMetricsConfig NA lb AWS_ELB_Network_ConsumedLCUs NA lb AWS_ELB_Classic_Latency NA The number of load balancer capacity units (LCU) used by your load balancer. Configuration file for Application ELB which include period, delta and metrics supported for Application ELB. Monitors total number of requests that are pending routing. Monitors number of unhealthy instances registered with Network load balancer. Configuration file for Application ELB Target group which include period, delta and metrics supported for Application ELB Target group. Configuration file for Network ELB which include period, delta and metrics supported for Network ELB. Monitors the number of unhealthy instances registered with Network load balancer. Monitors the number of requests completed or connections made during the specified interval. Configuration file for Network Target ELB which include period, delta and metrics supported for Network Target ELB. Monitors the number of unhealthy instances registered with your load balancer. Monitors the number of connections that were not successfully established between the load balancer and the registered instances. Configuration file for Classic ELB which include period, delta and metrics supported for Classic ELB. The number of load balancer capacity units (LCU) used by your load balancer. Monitors the total time elapsed, in seconds, from the time the load balancer sent the request to a registered instance until the instance started to send the response headers. ConfigFile ConfigFile ConfigFile ConfigFile ConfigFile
52 lb AWS_ELB_Application_RuleEvaluations NA lb AWS_ELBCollectorScheduler NA lb AWS_ELB_Application_RejectedConnectionCount NA lb AWS_ELB_Application_UnHealthyHostCount NA Monitors the number of rules processed by the load balancer given a request rate averaged over an hour. This scheduler will collect ELB metrics at specified frequency. Monitors the number of connections that were rejected. Monitors the number of unhealthy instances registered with Network load balancer. Scheduled Task
53 AWS Log Collection Collects data from AWS Cloud Watch log files and forwards the logs to target servers in JSON format. CI Type Policy Template host_node AWS_DataForwarding NA host_node AWS_LogStreaming NA Indicator Description Policy Type This policy forwards the log data collected by 'Generic Output from Structured Log File' policies to target log receiver server. Before deploying, enter valid 'URL' in Targets > Forwarding Target Properties tab. This policy normalizes the AWS Cloud watch log and converts to JSON format. This Policy will read the log file from the following location /var/opt/ov/log/aws/awscloudwatchlog.log Data Forwarding Generic Output from Structure Log File
54 AWS RDS Discovery This aspect is to Discover RDS Instances. Make sure that the AWS Discovery Aspect is deployed before deploying the AWS ELB Discovery aspect. CI Type Policy Template Indicator Description Policy Type host_node AWS_RDSDiscovery NA host_node AWS_RDSConfiguration NA This policy discovers RDS instances. AWS Discovery Aspect is the prerequisite for this Aspect. Contains AWS credentials and configurations to connect to AWS and discover RDS. Service Auto-Discovery ConfigFile host_node AWS_RDSDiscoveryScheduler NA This Policy Schedules AWS RDS Discovery. Scheduled Task
55 AWS RDS Event Log This Aspect is to collect and forward the AWS RDS Events to OBM based on rules. CI Type Policy Template Indicator Description Policy Type database AWS_RDSEventLogScheduler NA This is RDS event Log Scheduler. It runs at specified frequency to collect RDS event log. Scheduled Task database AWS_RDSEventLog NA This policy triggers RDS event based on rules. LogFile Entry
56 AWS RDS Health Monitors RDS Health in terms of WriteLatency, BurstBalance, CPUUtilization, CPUCreditUsage, CPUCreditBalance, DatabaseConnections, DiskQueueDepth, FreeableMemory, FreeStorageSpace, FreeStorageSpace, MaximumUsedTransactionIDs, NetworkReceiveThroughput, NetworkTransmitThroughput, OldestReplicationSlotLag, ReadIOPS, ReadLatency, ReadThroughput, ReplicaLag, ReplicationSlotDiskUsage, SwapUsage, TransactionLogsDiskUsage, TransactionLogsGeneration, WriteIOPS, and WriteLatency. CI Type Policy Template Indicator Description Policy Type database AWS_RDS_CPUUtilization NA database AWS_RDS_NetworkReceiveThroughput NA database AWS_RDS_WriteLatency NA database AWS_RDS_DatabaseConnections NA database AWS_RDS_ReadLatency NA database AWS_RDSCollectorScheduler NA database AWS_RDS_DiskQueueDepth NA database AWS_RDS_FreeableMemory NA database AWS_RDS_FreeStorageSpace NA database AWS_RDSMetricsConfig NA database AWS_RDS_NetworkTransmitThroughput NA Monitors the percentage load on the CPU of an instance. Monitors the incoming (Receive) network traffic on the DB instance, including both customer database traffic and Amazon RDS traffic used for monitoring and replication. Monitors the average amount of time taken for Write operation. Monitors the number of database connections in use. Monitors the average amount of time taken for read operation. This Scheduler will collect RDS metrics at specified frequency. Monitors the number of outstanding IOs (read/write requests) waiting to access the disk. Monitors the Amount of RAM currently free. Monitors the amount of available storage space. Configuration file for RDS which include frequency, delta and metrics supported for RDS. Monitors the outgoing (Transmit) network traffic on the DB instance, including both customer database traffic and Amazon RDS traffic used for monitoring and replication. Scheduled Task ConfigFile
57 AWS S3 Discovery This aspect discovers AWS S3 instances. CI Type Policy Template Indicator Description Policy Type host_node AWS_S3DiscoveryScheduler NA Schedules the AWS Discovery to gather S3 Buckets. Scheduled Task host_node AWS_S3Discovery NA Discovers AWS S3 Buckets. Service Auto-Discovery host_node AWS_S3Configuration NA Contains AWS credentials and configurations for Collector to connect to AWS. ConfigFile
58 AWS S3 Health Monitors Bucket size, Number of Objects, AllRequests, GetRequests, PutRequests, DeleteRequests, HeadRequests, PostRequests, ListRequests, Bytes Downloaded, Bytes Uploaded, 4xx Errors, 5xx Errors, First Byte Latency, and Total Request Latency for S3 service. CI Type Policy Template Indicator Description Policy Type amazon_s3_bucket AWS_S3_PutRequests NA amazon_s3_bucket AWS_S3_FirstByteLatency NA amazon_s3_bucket AWS_S3_AlltRequests NA amazon_s3_bucket AWS_S3_DeleteRequests NA amazon_s3_bucket AWS_S3MetricsConfig NA amazon_s3_bucket AWS_S3_4xxErrors NA amazon_s3_bucket AWS_S3CollectorScheduler NA amazon_s3_bucket AWS_S3_GetRequests NA amazon_s3_bucket AWS_S3_5xxErrors NA amazon_s3_bucket AWS_S3_TotalRequestLatency NA Monitors the number of HTTP PUT requests made for objects in a bucket. Monitors the per-request time from the complete request being received by a bucket till the responses are returned. Monitors the number of HTTP ALL requests made for objects in a bucket. Units : count Monitors the number of HTTP DELETE requests made for objects in a bucket. Units : count Configuration file for S3 which include frequency, delta and metrics supported for S3. Monitors the number of HTTP 4xx server error status code requests made to a bucket with a value of either 0 or 1. It shows the count of that type of error during each period. This Scheduler collects S3 metrics at specified frequency. Monitors the number of HTTP GET requests made for objects in a bucket. Monitors the number of HTTP 5xx server error status code requests made to a bucket with a value of either 0 or 1. It shows the count of that type of error during each period. Monitors the elapsed per-request time from the first byte received to the last byte sent to a bucket. This includes the time taken to receive the request body and send the response body, which is not included in FirstByteLatency. ConfigFile Scheduled Task
59 AWS Service Health Monitors AWS Service health for configured service and region. CI Type Policy Template Indicator Description Policy Type host_node AWS_ServiceHealthURLConfig NA List of RSS URL to be monitored for AWS Service Health. Configuration File host_node AWS_ServiceHealth NA Monitors AWS Service Health Dashboard. host_node AWS_ServiceHealthColl NA Scheduler for collector to check AWS Service health. Scheduled Task
60 EC2 Instance Health Monitors EC2 Instance health in terms of CPU Utilization, Disk I/O and Network I/O. CI Type Policy Template Indicator Description Policy Type host_node EC2Instance_DiskPerformance NA host_node AWS_EC2CollectorScheduler NA host_node EC2Instance_NetworkPerformance NA host_node EC2Instance_CPUUtilization NA host_node AWS_EC2MetricsConfig NA host_node EC2Instance_Status NA Monitors EC2 Instance's Disk performance in terms of Physical Read Operations, Write Operations, Read Bytes and Write Bytes. Delta between previous measurement and current measurement. Amazon Web Services collector scheduler EC2 to gather metrics. Monitors network performance of EC2 Instances including Net In/Out Bytes. Monitors CPU Utilization percentage of EC2 Instance. Configuration file for EC2. which include frequency,delta and metrics supported for EC2. Monitors status of AWS EC2 Instance. Scheduled Task ConfigFile
61 
62 Run-time Service Model Views CustomerInformationPortal RTSM View enables you to build and visualize a subset of the overall RTSM model. The RTSM View for AWS enables you to visualize the topology of AWS environment that you want to monitor. 1. Click Administration > RTSM Administration > Modeling > Modeling Studio. 2. Select Resource Types as View. 3. Click Operations Management > Cloud > <AWS_View>. The following image shows the relationship with the Computer CI Type. OBM MP for AWS includes the following views: AWS_Deployment:
63 AWS_EC2: AWS_ECS_Account:
64 AWS_ECS_Region: AWS_RDS_Account:
65 AWS_RDS_Region: AWS_AGS
66 AWS_ELB_Region
67 AWS_ELB_Account AWS_S3_Region
68 AWS_S3_Account
69 Event Type Indicators (ETIs) CustomerInformationPortal ETIs are categorization of events based on the type of occurrence. The OBM MP for AWS includes the following ETIs to monitor AWS-related events: To access: Select Admin > Service Health > CI Status Calculation > Health- and Event Type Indicators CI Type ETI Description Value/Severity logical_volume IO Performance Logical Volume IO Performance. Normal/NORMAL, Low/WARNING, High/MAJOR
70 
71 Performance Dashboard CustomerInformationPortal Performance Dashboard represents pictorial representation of metrics. This includes the performance dashboard, AWS CIT. The graphs are generated from the AWS data source. For more information about creating and viewing graphs, see the documents for Performance Dashboard available in documentation for the Operations Manager i. How to View Performance Dashboard Performance Perspective enables you to populate graphs from existing graph templates. You can also plot customized graphs by selecting the required metrics for a selected CI. To view the Performance Perspective of Windows or LogicalVolume CIs using dashboard, follow these steps: Select one of the following Performance Dashboard. Data source Performance Dashboard Operations Agent Metric streaming AWS Compute Overview AWS EBS Overview AWS RDS Overview AWS Classic ELB Overview AWS Application ELB Overview AWS Network ELB Overview AWS S3 Overview AWS Billing Overview AWS Compute Overview (OpsBridge Store) AWS EBS Overview (OpsBridge Store)
                                                    
                                                    

72 Open the Performance Perspective pane: Click Workspaces > Operations Console > Performance Perspective. The 1. View Explorer pane appears. In the Browse Views tab, select the required View. The default graphs or dashboard available for the selected view 2. appears in the Performance pane. 3. Sample of AWS Compute Overview Sample of AWS RDS Overview
                                                    

73 Sample of AWS Classic ELB Overview Sample of AWS Network ELB Overview
                                                    

74 Sample of AWS Application ELB Overview Sample of AWS S3 Overview
                                                    

75 Sample of AWS Billing Overview Note: This is supported only from OMi
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        vrealize Suite Lifecycle Manager 1.1 Installation, Upgrade, and Management vrealize Suite 2017 You can find the most up-to-date technical documentation on the VMware website at: https://docs.vmware.com/    
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        vrealize Suite Lifecycle Manager 1.0 Installation and Management vrealize Suite 2017 vrealize Suite Lifecycle Manager 1.0 Installation and Management You can find the most up-to-date technical documentation    
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        CPM Quick Start Guide V2.4.0 1 Content 1 Introduction... 3 Launching the instance... 3 CloudFormation... 3 CPM Server Instance Connectivity... 3 2 CPM Server Instance Configuration... 4 CPM Server Configuration...    
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        Deploying Devices Cisco Prime Infrastructure 3.1 Job Aid Copyright Page THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION,    

    
        More information 
    




    
        ArcGIS 10.3 Server on Amazon Web Services
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        vcenter Operations Management Pack for AWS Installation and Configuration Guide This document supports the version of each product listed and supports all subsequent versions until the document is replaced    
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        ForeScout Extended Module for IBM BigFix Version 1.0.0 Table of Contents About this Integration... 4 Use Cases... 4 Additional BigFix Documentation... 4 About this Module... 4 Concepts, Components, Considerations...    
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        Migrating vrealize Automation 6.2 to 7.2 vrealize Automation 7.2 This document supports the version of each product listed and supports all subsequent versions until the document is replaced by a new edition.    
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        Pure Storage FlashArray Management Pack for VMware vrealize Operations Manager User Guide (Version 1.0.139 with Purity 4.9.x or higher) Sunday, November 27, 2016 16:13 Pure Storage FlashArray Management    
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        Setting Up Resources in VMware Identity Manager (On Premises) Modified on 30 AUG 2017 VMware AirWatch 9.1.1 Setting Up Resources in VMware Identity Manager (On Premises) You can find the most up-to-date    
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        vrealize Operations Service Discovery Management Pack 2.0 vrealize Operations Service Discovery Management Pack 2.0 You can find the most up-to-date technical documentation on the ware Web site at: https://docs.vmware.com/    
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        2018 Amazon AppStream 2.0: SOLIDWORKS Deployment Guide Build an Amazon AppStream 2.0 environment to stream SOLIDWORKS to your users June 2018 https://aws.amazon.com/appstream2/ 1 Welcome This guide describes    

    
        More information 
    




    
        Storage Manager 2018 R1. Installation Guide
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        Using VMware Cost Insight VMware Cost Insight services You can find the most up-to-date technical documentation on the VMware website at: https://docs.vmware.com/ If you have comments about this documentation,    
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        Parallels Management Suite for Microsoft SCCM 2007 Administrator's Guide Copyright 1999-2013 Parallels IP Holdings GmbH and its affiliates. All rights reserved. Parallels IP Holdings GmbH Vordergasse 59    
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        Ansible Tower Quick Setup Guide Release Ansible Tower 2.4.5 Red Hat, Inc. Jun 06, 2017 CONTENTS 1 Quick Start 2 2 Login as a Superuser 3 3 Import a License 4 4 Examine the Tower Dashboard 6 5 The Setup    
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        More information 
    




    
        Performance Monitors Setup Guide
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        Using vrealize Operations Tenant App as a Service Provider Using vrealize Operations Tenant App as a Service Provider You can find the most up-to-date technical documentation on the VMware Web site at:    
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        vcloud Director 5.5 This document supports the version of each product listed and supports all subsequent versions until the document is replaced by a new edition. To check for more recent editions of    
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